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Timestamp Type

(Organization Location P Location Service Port

2014-08-26 01:14:30.45  Shanghai QianWan Shanghai, China 219.235.2.112 unknown, Bulgaria ms-sgl-s 1433
2014-08-26 01:14:31.80 N/A unknown, Italy 93.126.241.139  unknown, Ilaly unknown 8090
2014-08-26 01:14:33.80  (ariNet San Diego, United States 71.6.167.142 Miami, United Stales EtherNet/IP-2 44318
2014-08-26 01:14:34.47  Nether Network Englewood, United States 204.42.253.130  unknown, france snmp 161
2014-08-26 01:14:34.80  Highload Lab Moscow, Russia 93.180.5.26 domain

g

|
-
1

|

[EF QT QU QT G g g I

AHAGI( IARG[IS (

—

Country
United States
France
Canada

#0
9
2
1
1 Bulgaria
1

S0a=E"~

| Italy

ATTACKTYPES ©

Service
discard

ssh
unknown
netbios-dgm
db-Isp-disc
ms-sql-s
isakmp
unknown

» f &




O NORSE

> ATTACK OGNS I > coy
w 2

> ATTACK TYPES
N Oommax mm

ATTALKRS




VICTIM
VICTIM
VICTIM

BOTMASTER
















Attacker

o WWW
Injects fake / ‘

DNS entr 3 .
y Request resolves Fake website

to fake website

7
Co— :
A

[

Comm

25 . )

: NS
Client Issues request Real website

to real website




<.

User Web Application

J

@ -

Man in the Middle




o g an
g L

Internet Service Providers Hackers Govemments

o~

o e
@ Encrypted tunnel B
VEN

Using your computer Internet
abroad



- ISP Government -

Hacker Corporate

You Internet






Remote site: /public_html/wp-content/plugins/joom,

Remote site: /public_html/wp-content/plugins

Filename

_inc

views

index8632.php
joomjs.php.suspected
index.php

akismet.php
class.akismet-widget.php
error_log

readme.txt

wrapper.php
class.akismet-admin.php
class.akismet.php

Fi

Filename

Login-wall-KiLxb
Login-wall-NUJIF
advanced-custom-fields
all-in-one-wp-security-and-firewall
alltimeusdflowingin
contact-form-7
disable-comments
google-sitemap-generator
joomjs

js_.composer

page-links-to
really-simple-captcha
sucuri-scanner
wordfence

wordpress-seo
wp-pagenavi-master
hello.php

index.php

Filesize

24313
28



A : ¥ 6 4 New SEO B Howdy,

Screen Options ¥ Help ¥

&2 Dashboard Users Add New
Allin One SEO

I Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning Fast now that we handle all the smushing asynchronously. Find out more here >>
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Username Name Email Role Posts
A Blog Posts
: admin ‘ Administrator 78
8 medis A
B Pages
n akmin no@email.com Administrator 1
® Comments 1
£ Forms janel — Contributor 0
& FooGallery
& Portfolio levy n Contributor 33
F=|] Feedback
managed-wp-migration- Managed WordPress Migration U Administrator 0
E=l Forms 465790ae
¥ Appearance .
wp.service.controllerlHmp6 None 0
y Plugins @3
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Actualizar temas

() Seleccionar todos
O B © Twenty Fifteen
E Tienes la version 2.5. Actualiza a la 2.6.

O Twenty Fourteen
Tienes la version 2.7. Actualiza a la 2.8.

Twenty Nineteen
Tienes la version 1.4. Actualiza a la 1.5.

-
-3
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1 Twenty Seventeen
Tienes la version 2.2. Actualiza a la 2.3.
S v

Twenty Thirteen
Tienes la version 2.9. Actualiza a la 3.0.

O
O

O

O yemewmenasn  TWeENty Twenty
Tienes la version 1.1. Actualiza a la 1.2.
[ = = = |

() Seleccionar todos

Actualizar temas
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Surface Web

Deep Web

Dark Web

Academic databases
Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

TOR

Political protest

Drug trafficking

and other illegal activities

of content on the
Web (estimated)
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The Deep Web

Only 4% of Web content (~8 billion pages)
is available via search engines like Google

The Deep Web

Approximately 96% of { tal
universe is on Deep Web sites
protected by passwords
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Website Application Firewall (WAF)

Protect and Speed Up Your Website

| Sucuri Network

All Application Signatures Correlation : Original Host
HEIE [HLIES Tratic Profiling and Heuristics Engine -
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HTTP / HTTPS Traffic
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